CYBER INFORMATION SECURITY PRODUCT AND
SERVICE BUSINESS LICENSE

Cyber information security is the protection of information and information systems on the
network from unauthorized access, use, disclosure, disruption, modification, or destruction
to ensure the integrity, confidentiality, and availability of information. Cyber information
security products are hardware and software that protect information and information
systems, and cyber information security services are services that protect information and
information systems. Enterprises are granted a License to operate in the field of cyber

information security products and services when meeting the following conditions:

GENERAL CONDITIONS:

In accordance with the national strategy and plan for cybersecurity development, there will
be separate plans for licensing in place at each pointin time;

Enterprises with foreign elements, understood as having foreign investment capital, foreign
legal representatives, or technical teams, will have certain limitations, this comes from

cybersecurity concerns.

SPECIFIC CONDITIONS:

Personnel: The enterprise must ensure that it has a management and operation team that
meets the professional requirements for information security. There must be a technical
officer with primary responsibility who has a university degree in a related field or a
certificate in information security, information technology, or electronics and
telecommunications, with a number of personnel that meets the scale and requirements of
the business plan (There must be a minimum of 02 engineers who have graduated from one of
the following fields: electronics - telecommunications, information technology, mathematics,
information security).

Infrastructure: The enterprise must have an appropriate business plan that includes the
following: Purpose of import; scope and target audience; compliance with relevant standards
and technical regulations for each type of product; and details of basic technical features of
products and services.

A system of equipment and facilities is appropriate for the scale of the service provided and
the business plan.

Technical solutions that are in accordance with the standards and technical regulations

applicable to cybersecurity products and services.




PROCEDURE

Required documents

The application for a Cyber Information Security Product and Service Business License consists of 5 sets

(including 1 original set and 4 sets of valid copies), including:

e Application for a Cyber Information Security Product and Service Business License, specifying the types
of network information security products and services to be traded;

e A certified copy of the Certificate of Business Registration, Certificate of Investment Registration, or
other equivalent documents;

e An explanatory statement of the technical equipment system to ensure compliance with legal
regulations;

e A business plan including the scope, targets for providing products and services, standards, and quality
of products and services;

e Technical plan in accordance with the applicable standards and technical regulations for cyber
information security products and a customer information security plan during the provision of network
information security products and services (applicable to service providers);

e Criminal record of the legal representative and relevant management and executive personnel
(applicable to service providers);

e Copies of diplomas or certificates of expertise in information security of managing, executive, and
technical personnel.

*Notes:

e The original set of documents must have sufficient signatures and seals of the enterprise;

e Documents prepared by the enterprise, if there are two or more pages of text, must be stamped on the
edges of the adjoining pages;

e Valid copies of the dossier do not require a confirmation or copy authentication stamp but must be
stamped on the edges of the adjoining pages by the submitting enterprise.

Implementation process:
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tep 1: Enterprises applying for a Cyber Information Security Products and Services Business License must

submit their application to the Ministry of Information and Communications in one of the following ways:

e Submit directly to the document reception unit;

e Submit by post;

e Submit online on the Ministry of Information and Communications' electronic portal.

Step 2: Within 40 days from the date of receiving a complete application, the Ministry of Information and
Communications shall take the lead in coordinating with relevant ministries and sectors to appraise and
grant a Business License for information security products and services, except for the following products
and services:

e Civil cryptography services;

e Electronic signature certification services;

e Civil cryptography products.

The time for reviewing initial and supplementary documents, explanations, and granting or issuing a notice
of non-issuance of a license shall not exceed 15 working days from the date of receiving a valid
application.

Reporting regime for enterprises trading in cybersecurity products and services

Enterprises that have been granted a license to trade in cybersecurity products and services are
responsible for submitting reports upon request and annual periodic reports (before December 31st) on
the business situation of cybersecurity products and services to the Ministry of Information and
Communications in accordance with Form No. 05 in the Appendix issued with Decree No. 108/2016/ND-CP.

Cybersecurity products and services are products and services related to national security. Only qualified

enterprises are granted licenses, and the Ministry of Information and Communications, and the

Department of Information Security plan to grant licenses in each period.




